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b.l. Ucmatinos (HauuoHanbHaa Akademusa Asuauuu AsepbalioxcaHa)

Mo,qenuposaHMe cuctembl 6e3onacHocTH MH¢OpMaU,MM B ceTax O6Cﬂy)KMBaHMiI o6beKToB He¢'rera3op,06b|qu

Pewaemcs 3adaua evi6opa onmumanvhou kongueypayuu cucmemul bezonachocmu ungopmayuu (CEH),
obecnequgaiouell MaKCUMAaibHylo UHGOPMAYUOHHYIO Oe30NACHOCMb cemetl 00CIYIHCUBAHUSL 00bEKMOE
Heghme2az0000b14U nymem pacno3Ha8aHuUsl 6Cex 3anpoco8 HeCAUKYUOHupogannozo docmyna (HC/) mexanuzmamu
sawumel (M3). Pazpabomansi vlyuciumenshvie npoyedypsl U ai20pummbl UCCIe008aAHUSL ONMUMATLHBIX
xapaxmepucmux CBH kax 00no@a3Hbix MHOZOKAHATLHBIX cucmem maccoeo2o oocayxcusanus (CMO) ¢ nomepsimu.
IIposedenvl gpruucaumenvuvle IKCHEPUMEHMbL U NOTYYEHbL YUCTICHHbLE PE3VIbMANIbl, KOMOPbLe NO3BOJAIOM
UCNOIb308AMb NPEONIOJICEHHBLIL N00X00 npu nocmpoenuu CBU 6 cemsx paznuunoeo HazHaueHus.

Knrouesvie cnosa: cucmemul bezonacnocmu uH¢opMa14uu, cucmemsbl ¢ nomepAmMu, MeXanHusm 3auunal,
HeCdHKquHupOgaHHbllz ()ocmyn, cucmemvl maccoeo2o 06Cﬂy9fcu661Huﬂ, epemsi 06C]ly()fcu661Hu}l.

Hcemaiinos Banamu Facvim 02l — 0-p mex. Hayk, 0oyenm kapeopvl UHPOPMAYUOHHIX MEXHOIOSULL
Hayuonanvnoii Axademuu Asuayuu (2. baxy, Azepbaiioscanckas Pecnybnuka).
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Ismailov B.G. Modeling an information security system in facility service networks of oil and gas production sites



The optimal configuration of an information security system (ISS) is determined as a queuing system with losses
ensuring the maximum information security of service networks at oil and gas production facilities. This is done by
arranging the transition of all unauthorized access requests from the protection mechanism (PM). Computational
procedures and algorithms for investigating the optimal characteristics of ISS as single-phase lossless multi-
channel queuing systems have been developed. Computing experiments are carried out and numerical results
obtained that allow to use the procedures developed in the construction of ISS in various networks.

Keywords: information security systems, lossy systems, protection mechanism, unauthorized access, queuing
systems, service time.



